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Introduction
During December 2021 and January 2022, Topo.ai, LifeRaft, Constant Technologies and 
Regroup conducted the inaugural Security Operations Benchmark Study. 175 security 
operations (SecOps) professionals contributed to the study, with 84% of the participants 
in an executive or leadership role.  

Participants provided insights into their priorities, objectives and challenges, in addition to 
success factors, ROI measures and technologies. This report examines the key findings 
of the study and identifies best-in class organizational attributes that are most highly 
correlated with SecOps success. 

Study Methodology

Operational Objectives and Strategic Objectives

Study participants provided insights into their success with both operational objectives 
and strategic objectives.  

•  Operational objectives are related to the duties performed within the SecOps team.  
They are most closely aligned with measurements of efficiency.  

•  Strategic objectives are related to the overall mandate for the SecOps team including 
their deliverables and contributions to the organization. They are most closely aligned 
with measurements of effectiveness.

Correlations

The study includes numerous correlations between organizational attributes and the 
extent to which success is achieved and challenges are mitigated. These correlations 
are intended to expose potential impacts and help inform the priorities of SecOps teams.  
These correlations do not imply that success achieved or challenges mitigated are solely 
the result of the attributes examined.

Organizational Groupings by Size

For comparisons of the attributes and methodologies used by organizations of different 
sizes, the organizations represented by the study participants are grouped into two 
categories:

1. Smaller organizations (less than 10,000 employees)

2. Larger organizations (10,000 employees or greater)
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Foreword
In the mid-1990s, a screensaver on my PC would scroll 
through a series of witty or trenchant comments. One was, 
“There’s been an alarming increase in things you know 
nothing about.” Humorous as that is, it hit home for me, and 
continues to do so. But in my three decades since in this 
field, I could be forgiven for believing that I had a pretty good 
handle on security.

Then this report comes out, requiring me to recalibrate. 
While many of the principles of security remain the same, the 
world around our profession does not. Technology, threats, 
geopolitics, and ideology continue to evolve and require us 
to update our mindsets, strategies, tactics, and operations.

Many of the findings in this important research confirm 
things we knew we knew and substantiate important 
correlations. But others will challenge how we think and 
operate. It makes sense that when executives make security 
a priority it leads to success in security operations. Similarly, 
calculating ROI for security operations corresponds to above 
average success in security operations.

On the other hand, our profession has christened this as 
the era of proactive security, moving on from the reactive 
security posture of the past. Some have even claimed that 
we are already well into the predictive phase of security 
management. So it may come as a shock that a mere 17 
percent of respondents describe their security approach 
as proactive. Perhaps equally surprising: 73 percent of 
respondents expect their organizations to be more proactive 
than reactive in two years. Perhaps we should applaud the 
aspiration inherent in those responses.

Also eye-opening are the responses to the question asking 
which strategic objectives are considered critical. Three-
quarters of security professionals say their organization 
deems life safety critical. The number seems robust, but 
what is more critical than life safety? Emerging from the 
social and economic wreckage of the Covid pandemic, you 
might expect operational resilience and continuity—the 
ability of a business to survive disruption—to be almost 
universally considered a critical objective. You’d be wrong. 
Fewer than half of the respondents identify resilience and 
continuity as critical.

Michael Gips, JD, CPP, 
CSyP, CAE, is a security 
professional, attorney, writer, 
and business executive. 
He is principal of Global 
Insights in Professional 
Security, where he consults 
for security executives 
and firms. Previously he 
served as the Chief Global 
Knowledge and Learning 
Officer for ASIS International, 
where he developed the 
CSO Roundtable (now CSO 
Center). He also served 
as editor and publisher 
of Security Management, 
where he wrote hundreds of 
articles.

Mike has received many 
commendations, including 
Outstanding U.S. Security 
Consultant (OSPAs,2022), 
sixth most influential security 
thought leader (IFSEC, 
2021), and one of the most 
influential people in security 
(Security magazine, 2019). 
He has received more than a 
dozen awards for his writing.

Mike has authored many 
research publications 
on a variety of security 
topics, including a 
forthcoming chapter on 
security professionalization 
coauthored with Dr. Alison 
Wakefield (2022).

 Find Michael on LinkedIn

https://www.linkedin.com/in/michaelgips/
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Other incongruities appear when comparing how 
respondents prioritize operational objectives with how 
successful they have been in addressing them. The highest 
priority objective, “Ensure accurate alerts from situationally-
appropriate sources,” does indeed garner the highest 
percentage of respondents who consider it to be handled 
in a highly successful way. But the second and third most 
highly successful objectives, “Ensure thorough effective 
assessment of threats and security incidents” and “Reduce 
crisis response time,” are only the fifth and sixth highest 
priority objectives. 

In fact, some of the most interesting findings are the deltas 
among responses. A whopping 94 percent consider adapting 
quickly to new threats and risk to be a high or critical priority, 
but only 36 percent say they have been highly successful 
in it. Measuring and reporting the effectiveness of security 
operations has even a bigger gap: 80 percent critical or 
high priority, 18 percent highly successful. This makes for 
intriguing analysis.

These are but a few of the fascinating findings in this 
report. The data raises as many questions as it confirms 
preconceptions. That’s a good thing—we need to continually 
take stock of our operating environment and adjust 
accordingly.

Turns out there may be an alarming increase in things you 
don’t know about, too. Enjoy the findings.

Michael Gips
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Executive Summary of Findings

  One quarter of study participants indicate that SecOps is a critical priority for their 
executives. In contrast, nearly one third of executives treat SecOps as either a low 
priority – important only during a crisis, or a medium priority – exists primarily to satisfy 
compliance and regulatory requirements.

  Executive priority exhibits a strong correlation with success in SecOps. A lack of 
executive priority exhibits a strong correlation with limited success.

  In half of the organizations studied, SecOps is managed as a cost center. They do not 
measure Return on Investment (ROI).

  Organizations that do measure ROI indicate above average success in SecOps.  
Organizations that do not measure ROI indicate below average success.   

  Opportunities for continuing improvement persist. For every challenge examined, 
fewer than half of the participants indicate the challenge is fully addressed. 

  The most common challenges share a common characteristic – the SecOps team has 
little if any ability to directly control the challenge.

  For certain persistent challenges, security teams have found ways to overcome and 
succeed. But other persistent challenges are correlated with a low degree of success. 

  The use of a common operating picture is equally prevalent in smaller and larger 
organizations.

  The use of a common operating picture correlates with success in SecOps while the 
lack of a common operating picture correlates with limited success.

  The top three features of common operating pictures indicate a strong preference for 
choice and flexibility in leveraging threat intelligence.  

  A shift from reactive to proactive critical event management is a common aspiration.  
Today, only 17% of study participants describe their approach as proactive. In two 
years, 73% expect to be more proactive than reactive.
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01 Priorities and Objectives
Executive Priorities

Proactive vs Reactive Critical Event 
Management

Operational Objectives

Strategic Objectives
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Executive Priorities
70 percent of the study participants indicate that Security 
Operations (SecOps) is a critical or high priority for their 
organization’s executives.
Executive support and buy-in is an organizational attribute widely 
regarded as essential to success. A key question in the 2022 
SecOps Benchmark Study examined the extent to which senior 
executives prioritize security operations. 

The priority definitions used were:

  Critical - Strategic and advantageous for our organization

  High - Necessary to maintain safety for personnel and assets

   Medium - Exists primarily to satisfy compliance and regulatory 
requirements

   Low - Only a priority during/following a crisis or business 
disruption event

Encouragingly, 70% of the study participants indicated SecOps is 
either a critical or high priority for their senior executives. 

In contrast, nearly one-third of participants indicated SecOps is a 
low or medium priority for their senior executives.

01  PRIORITIES AND OBJECTIVES

  KEY INSIGHTS

Executive support is 
highly correlated with 
success in achieving both 
operational and strategic 
objectives.  

Refer to the section 
Attributes Correlated with 
Success and Challenges 
for details.

of executives view 
Security Operations as a 
critical or high priority

of executives view 
Security Operations as a 
low or medium priority

BENCHMARK STUDY QUESTION

Which best describes the priority of Security Operations 
for your senior executives?

  Critical 

  High

   Medium

   Low
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Proactive vs Reactive Critical Event 
Management
Nearly three quarters of study participants aspire to shift 
from reactive to proactive critical event management.
Study participants provided insight into their approach to critical 
event management today, and their planned approach in two 
years. Their answer choices were:

• Primarily we respond to events as they occur

• We’re more responsive than proactive

• We’re equally responsive and proactive

• We’re more proactive than responsive

• Primarily we focus on proactive risk mitigation

01  PRIORITIES AND OBJECTIVES

  KEY INSIGHTS

Today, only 17% of study participants describe their 
approach as proactive.  

In two years, 73% expect to be primarily proactive or at 
least more proactive than reactive.

Proactive today

Proactive in two years

BENCHMARK STUDY QUESTION

Which best describes your approach to critical event 
management, today and in the future?

  Today 

   Desired in Two Years

Primarily we 
respond to events 
as they occur

We’re more 
responsive than 
proactive

We’re equally 
responsive and 
proactive

We’re more 
proactive than 
responsive

Primarily we focus 
on proactive risk 
mitigation
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Operational Objectives
Operational objectives are related to 
the tasks performed within the SecOps 
team. They are primarily related to 
efficiency. Only the top three operational 
objectives are ranked as critical by more 
than 50% of study participants.
Study participants ranked the importance of 
their operational objectives.  We examined 
other responses of participants who were 
successful meeting these operational 
objectives and identified correlations with 
SecOps and organizational attributes. These 
correlations are examined in the section:  
Attributes Correlated with Success and 
Challenges.

01  PRIORITIES AND OBJECTIVES

Critical: Ensure timely, 
accurate and effective 
communications

Critical: Adapt quickly  
to new threats and risks

Critical: Ensure accurate  
alerts from situationally-
appropriate sources

BENCHMARK STUDY QUESTION

Please rate the priorities of your operational objectives for Security Operations.

  Critical      High        Medium        Low

Ensure timely, accurate and effective 
communications

Adapt quickly to new threats and risks

Ensure accurate alerts from situationally-
appropriate sources
Ensure thorough, effective assessment of 
threats and security incidents
Improve overall efficiency of security 
operations

Reduce crisis response time

Reduce noise and duplicative alerts to 
increase focus on true threats
Measure and report the effectiveness of 
Security Operations
Automate manual tasks related to 
workflow, communications, reports, etc.
Ensure effective case management and 
investigations
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Strategic Objectives
Strategic objectives are related to the overall mandate 
for the SecOps team and their deliverables to the 
organization.  They are most closely aligned with the 
measures of effectiveness.  Life safety and protection 
of facilities and other assets are the only strategic 
objectives ranked as critical by more than 50% of the 
study participants.
Study participants ranked the importance of their strategic 
objectives.  We examined success with these strategic objectives 
and correlated them with SecOps and organizational attributes. 
These correlations are examined in the section: Attributes 
Correlated with Success and Challenges.

01  PRIORITIES AND OBJECTIVES

BENCHMARK STUDY QUESTION

Please rate the priorities of your strategic objectives for Security Operations.

Life safety

Protection of facilities and other assets

Operational resilience and continuity

Pandemic preparedness and response 
effectiveness
Minimize operational and reputational 
impact resulting from crises
Enhance the strategic stature of  
Security Operations
Improve alignment with Cyber Security, 
Business Continuity, etc.
Provide proactive guidance to avoid 
disruptions and financial impacts

Mitigate supply chain risks

Loss prevention

Reduce organizational overhead costs  
such as insurance premiums

Critical: Life safety

Critical: Protection of 
facilities and other assets

  Critical      High        Medium        Low
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02 Security 
Operations 
Success and 
Key Drivers
Success with Operational Objectives

Success with Strategic Objectives
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Success with 
Operational Objectives
None of the operational objectives are 
ranked as “Highly Successful” by more 
than 50% of the participants.
Study participants ranked their success in 
achieving their operational objectives. The top 
three objectives with a high degree of success 
are:

1.  Ensure accurate alerts from situationally-
appropriate sources - #1 Priority

2.  Ensure thorough, effective assessment of 
threats and security incidents - # 5 Priority

3.  Reduce crisis response time - # 6 Priority

Success with operational objectives does not 
vary significantly between larger organizations 
and smaller organizations.

02  SECURITY OPERATIONS SUCCESS AND KEY DRIVERS

Highly Successful: 
Ensure accurate alerts 
from situationally-
appropriate sources

Limited Success: 
Automate manual tasks 
related to workflow, 
communications,  
reports, etc.

Highly Successful: 
Ensure thorough, 
effective assessment 
of threats and security 

incidents

Limited Success: 
Measure and report the 
effectiveness of Security 

Operations

Highly Successful:  
Reduce crisis response time

  KEY INSIGHTS

Generally, higher success is observed with 
objectives that are rated as higher priorities, 
with some notable exceptions:

• �Adapt�quickly�to�new�threats�and�risks
Priority Critical or High: 94% 
Highly Successful: 36%

 
• �Reduce�noise�and�duplicative�alerts�to�
increase�focus�on�true�threats
Priority Critical or High: 79% 
Highly Successful: 22%

For two objectives, limited success was 
noted more frequently than a high degree of 
success:

•��Automate�manual�tasks�related�to�workflow,�
communications,�reports,�etc.
Limited Success: 33% 
Highly Successful: 19%

•��Measure�and�report�the�effectiveness�of�
Security�Operations
Limited Success: 27% 
Highly Successful: 18%
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02  SECURITY OPERATIONS SUCCESS AND KEY DRIVERS

BENCHMARK STUDY QUESTION

Please indicate your success in achieving your operational objectives.

  Highly Successful        Moderately Successful        Limited Success

Ensure accurate alerts from situationally-
appropriate sources
Ensure thorough, effective assessment  
of threats and security incidents

Reduce crisis response time

Ensure timely, accurate and effective 
communications

Adapt quickly to new threats and risks

Improve overall efficiency of security 
operations
Ensure effective case management and 
investigations
Reduce noise and duplicative alerts to 
increase focus on true threats
Automate manual tasks related to 
workflow, communications, reports, etc.
Measure and report the effectiveness  
of Security Operations
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Success with Strategic 
Objectives
More than 50% of study participants 
were highly successful with three of the 
four top-priority strategic objectives. 
Study participants ranked their success in 
achieving their strategic objectives. The top 
three objectives with a high degree of success 
are:

1.  Life safety - #1 Priority

2.  Protection of facilities and other assets -  
# 2 Priority

3.  Pandemic preparedness and response 
effectiveness - # 4 Priority

Smaller organizations are more likely 
than larger organizations to indicate only 
limited success with the following strategic 
objectives:

•  Pandemic preparedness and response 
effectiveness: 4.7x more likely

•  Life safety: 4.2x more likely

02  SECURITY OPERATIONS SUCCESS AND KEY DRIVERS

Highly Successful: 
Life safety

Highly Successful: 
Protection of facilities 
and other assets

Highly Successful:  
Pandemic preparedness and 
response effectiveness

  KEY INSIGHTS

Generally, higher success is observed with 
objectives that are rated as higher priorities, 
with some notable exceptions:

•��Enhance�the�strategic�stature�of�SecOps

Priority Critical or High: 81% 
Highly Successful:  32%

•��Provide�proactive�guidance�to�avoid�
disruptions�and�financial�impacts

Priority Critical or High:  70% 
Highly Successful:  25%

For two objectives, limited success was 
noted more frequently than a high degree of 
success:

•�Mitigate�supply�chain�risks

Limited Success:  37% 
Highly Successful: 15%

•���Reduce�organizational�overhead�costs�such�
as�insurance�premiums

Limited Success: 29% 
Highly Successful: 19%

Limited Success: 
Mitigate supply chain 

risks

Limited Success:  
Reduce organizational 
overhead costs such as 
insurance premiums
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02  SECURITY OPERATIONS SUCCESS AND KEY DRIVERS

BENCHMARK STUDY QUESTION

Please indicate your success in achieving your strategic objectives.

Life safety

Protection of facilities and other assets

Pandemic preparedness and response 
effectiveness

Operational resilience and continuity

Minimize operational and reputational 
impact resulting from crises
Enhance the strategic stature of  
Security Operations

Loss prevention

Provide proactive guidance to avoid 
disruptions and financial impacts
Improve alignment with Cyber Security, 
Business Continuity, etc.
Reduce organizational overhead costs  
such as insurance premiums

Mitigate supply chain risks

  Highly Successful        Moderately Successful        Limited Success
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03 Challenges and 
Key Mitigating 
Factors
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Challenges and Key 
Mitigating Factors
Of the challenges examined in the study, 
none are noted as “Not a Challenge” by 
greater than 50% of the participants.
The top three challenges are persistent with 
nearly one-third of participants:

1.  Staffing and recruiting hampered by 
shortage of available skills – 32%

2.  Lack of integration across crisis 
management tools – 33%

3.  Increasing and constantly evolving risk 
landscape – 30%

The persistence of challenges does not vary 
significantly between larger organizations and 
smaller organizations.

03  CHALLENGES AND KEY MITIGATING FACTORS

Not a Challenge: 
Lack of executive 

support 

Persistent Challenge: 
Lack of integration 
across crisis 

management tools

Not a Challenge: 
Inability to ensure 
accurate and timely 
employee notifications

Persistent Challenge: 
Increasing and 

constantly evolving risk 
landscape

Not a Challenge: 
Staff satisfaction and retention

Persistent Challenge: 
Staffing and recruiting hampered 
by shortage of available skills

  KEY INSIGHTS

Nearly one-third of organizations indicate 
staffing and recruiting is a persistent 
challenge.  

•  These organizations also indicate above-
average success in automating manual tasks

•  Perhaps these organizations are driven to 
pursue automation due to their persistent 
challenges in staffing and recruiting.

•  These companies are also achieving overall 
success with both operational objectives and 
strategic objectives, on par with the average.

Nearly one-third of organizations indicate 
the increasing and evolving risk landscape is 
a persistent challenge.  

•  These organizations also indicate above-
average importance of the Ability to select 
threat alerts and intelligence from the 
sources of their choice.

•  However, their success in Ensuring accurate 
alerts from situationally-appropriate sources 
is well below the average.
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02  SECURITY OPERATIONS SUCCESS AND KEY DRIVERS

BENCHMARK STUDY QUESTION

Please indicate challenges to Security Operations and the degree that each has been 
addressed.

  Not a Challenge        Challenge – Partially Addressed      Persistent Challenge

Lack of executive support

Inability to ensure accurate and timely 
employee notifications

Staff satisfaction and retention

Inability to monitor and assess supply 
chain and other 3rd-party risks
Inadequate or inaccurate threat 
intelligence
Inability to automatically eliminate or 
combine duplicative alerts

Too much noise in threat intel and alerts

Inability to monitor the program and  
report on effectiveness

Lack of adequate budget

Staffing and recruiting hampered by 
shortage of available skills
Insufficient or inflexible tools and 
technology
Lack of integration across crisis 
management tools
Increasing and constantly evolving  
risk landscape
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04 Return on 
Investment
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Return on Investment
Half of the organizations represented 
in the study do not measure the ROI of 
Security Operations.  
The top three cost avoidance metrics used in 
the measurement of ROI are:

1.  Potential harm to individuals or damage to 
assets – 43%

2.  Potential cost of business disruptions – 41%

3.  Potential damage to reputation / brand – 
40%

Study participants also suggested other cost 
avoidance metrics for assessing ROI:

“ROI is measured based on the degree of 
compliance with industry regulations.”

“ROI is assessed based on the value  
Global SecOps provides to the business.  
We do not generate revenue for the  
company, therefore, Global Security  
must adapt to the ever-changing threat 
landscape and provide executive leadership 
with the necessary intelligence to make  
the best decisions possible.” 

“We have not had the tools or cooperation  
to appropriately attempt to measure ROI,  
but my approach would be to measure  
based on potential harm to individuals  
or damage to assets.”

“We are researching how we can better  
show a return on investment although the 
company is not looking for it.”

“ROI KPIs are dynamic and not static.  
Depends on a variety of factors.”

“Measure performance against our own  
architectural tolerance levels.”

04  RETURN ON INVESTMENT

  KEY INSIGHTS

Only 11% of participants are using their 
investments in SecOps to reduce the cost of 
insurance. Perhaps other organizations can 
learn something from these few companies 
and achieve similar, measurable cost savings. 

ROI Measurement: 
Potential harm to 
individuals or  

damage to assets

ROI Measurement: 
Potential cost of 

business disruptions

ROI Measurement: 
Potential damage to  
reputation / brand

have not reduced the  
cost of insurance
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04  RETURN ON INVESTMENT

BENCHMARK STUDY QUESTION

Please indicate your approach(es) to measuring the return on investment (ROI) of 
Security Operations.

Security Operations is a cost center. 
ROI is not measured
ROI is assessed based on the potential 
harm to individuals or damage to assets
ROI is assessed based on the potential 
cost of business disruptions
ROI is assessed based on potential 
damage to reputation / brand
ROI is assessed based on other realized 
cost savings
ROI is assessed based on realized 
reductions in insurance premiums
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05 Attributes 
Correlated with 
Success and 
Challenges
Executive Support

Measuring Return on Investment

Success with Operational Objectives

Success with Strategic Objectives

Certain attributes, both specific to SecOps and 
organization wide, exhibit strong correlations with success 
in achieving objectives and addressing challenges.
Analysis of the study results included an in-depth examination of 
organizational and SecOps attributes and their correlation with 
success achieved and challenges mitigated. These correlations 
are intended to expose potential impacts and help inform the 
priorities of SecOps teams. These correlations do not imply that 
success achieved or challenges mitigated are solely the result of 
the attributes examined.
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Executive Support
Of the organizational attributes examined, executive 
support exhibits the highest correlations with success 
in achieving both operational and strategic objectives. 

  
Does executive support impact success with operational 
objectives?

Success with operational objectives is…

•  2.5x more likely when SecOps priority is noted as critical for 
senior executives

•  5.3x less likely when SecOps priority is noted as low for 
senior executives

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

Success with  
Operational Objectives is

2.5x
More Likely

Critical

when Executive  
Priority is

5.3x
Less Likely

Low

when Executive  
Priority is

BENCHMARK STUDY ANALYSIS

High Executive Support Linked to Operational Success

Lack of Executive Support Linked to Lower Operational Success

Executive Priority: Critical

Executive Priority: Critical

Average

Average

Executive Priority: Low

Executive Priority: Low

Percentage of respondents indicating a High Degree of Success with Operational Objectives 
(correlated with the priority of Security Operations for senior executives)

Percentage of respondents indicating a Low Degree of Success with Operational Objectives 
(correlated with the priority of Security Operations for senior executives)
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05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

Success with  
Strategic Objectives is

2.3x
More Likely

Critical

when Executive  
Priority is

4.4x
Less Likely

Low

when Executive  
Priority is

Does executive support impact success with strategic 
objectives?

•  2.3x more likely when SecOps priority is noted as critical 
for senior executives

•  4.4x less likely when SecOps priority is noted as low for 
senior executives

  KEY INSIGHTS

Executive support is highly correlated with success in 
achieving both operational and strategic objectives. 
However, the lack of executive support appears to have a 
stronger association with limited success than does high 
executive support with high strategic success. 

BENCHMARK STUDY ANALYSIS

High Executive Support Linked to Strategic Success

Lack of Executive Support Linked to Lower Strategic Success

Executive Priority: Critical

Executive Priority: Critical

Average

Average

Executive Priority: Low

Executive Priority: Low

Percentage of respondents indicating a High Degree of Success with Strategic Objectives 
(correlated with the priority of Security Operations for senior executives)

Percentage of respondents indicating a Low Degree of Success with Strategic Objectives 
(correlated with the priority of Security Operations for senior executives)
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Measuring Return on Investment
Measuring the ROI of SecOps enables security leadership 
to quantify the value of security operations in terms 
readily understood by executive leadership. Of the SecOps 
attributes examined, the measurement of ROI exhibits the 
highest correlation with executive support. 
Does measuring the ROI of SecOps help foster executive support?

The priority of SecOps for senior executives is …

•  1.7x more likely to be critical when ROI is measured

•  1.7x more likely to be low when ROI is not measured

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

The Priority of  
Security Operations for 
Senior Executives is:

1.7x
More Likely 

to be Critical

Measured
when ROI is

1.7x
More Likely 
to be Low

Not Measured
when ROI is

  KEY INSIGHTS

Although the cost avoidance elements used to measure ROI vary 
widely, half of the survey participants do not calculate a return 
on investment for their senior executives.  Perhaps a significant 
opportunity exists to increase executive buy-in and support and 
ultimately enhance the effectiveness of Security Operations.

BENCHMARK STUDY ANALYSIS

High Executive Support Linked to Measuring ROI

Low Executive Support Linked to Not Measuring ROI

Measure ROI

Measure ROI

Average

Average

Don’t Measure ROI

Don’t Measure ROI

Percentage of respondents indicating Securtiy Operations is a Critical Priority 
(correlated with measuring the ROI of Security Operations)

Percentage of respondents indicating Securtiy Operations is a Low Priority  
(correlated with measuring the ROI of Security Operations)
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Does addressing specific challenges improve overall success 
with operational objectives?

Success with operational objectives is… 

•  3.1x more likely when Adequate and accurate threat 
intelligence is not a challenge

•  2.7x more likely when Integration across crisis management 
tools is not a challenge

•  1.9x more likely when the Ability to monitor the program and 
report on effectiveness is not a challenge

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

BENCHMARK STUDY ANALYSIS

Challenges Most Highly Linked to Operational Success

Adequate and accurate threat 
intelligence

Integration across crisis management 
tools

Ability to monitor the program and 
report on effectiveness

Percentage of respondents indicating a High Degree of Success with Operational Objectives 
(correlated with challeneges addressed and Persistent Challenges)

Success with Operational Objectives
Of the SecOps attributes examined, two exhibit strong correlations with success in 
achieving operational objectives: addressing specific challenges, and the use of a 
common operating picture.  

  Not a Challenge      Persistent Challenge



2022 Security Operations Benchmark Study 28

Does the use of a common operating picture enable  
success with specific operational objectives?

With a common operating picture, success is…

•  1.8x more likely for Reducing noise and duplicative  
alerts to increase focus on true threats

•  1.4x more likely for Ensuring accurate alerts from 
situationally-appropriate sources

•  1.3x more likely for Ensuring timely, accurate and  
effective communications

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

BENCHMARK STUDY ANALYSIS

Success with Operational Objectives Most Highly Linked to the Use of a COP

Reduce noise and duplicative alerts to 
increase focus on true threats

Ensure accurate alerts from  
situationally-appropriate sources

Ensure timely, accurate and effective 
communications

Percentage of respondents indicating a High Degree of Success with Operational Objectives  
(correlated with the use of a Common Operating Picture)

  Use a COP      Do Not Use a COP

  KEY INSIGHTS

The ability to ensure accurate 
alerts from situationally-
appropriate sources is a 
recurring topic throughout 
the study, in terms of priority, 
success achieved, and impact 
on overall success.  With the 
challenges of the increasing 
and constantly evolving risk 
landscape also noted in the 
study, the importance of 
accurate and timely alerts is 
likely to continue to increase.
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Does success with specific operational objectives impact 
overall success with strategic objectives?

Organizations that report high overall success with operational 
objectives are 1.5x more likely to report high success with 
strategic objectives.

A high degree of success with strategic objectives is…

•  3.6x more likely when Improving overall efficiency of SecOps is 
highly successful

•  2.2x more likely when Automating manual tasks is highly 
successful

•  2.1x more likely when Measuring and reporting the 
effectiveness of SecOps is highly successful

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

BENCHMARK STUDY ANALYSIS

Success with Strategic Objectives linked to Success with Operational Objectives

Improve overall efficiency of security 
operations

Automate manual tasks related to 
workflow, communications, reports, etc.

Measure and report the effectiveness 
of Security Operations

Percentage of respondents indicating a High Degree of Overall Success with Strategic Objectives 
(correlated with success achieved in specific Operational Objectives)

Success with Strategic Objectives
Of the SecOps attributes examined, two exhibit strong 
correlations with success in achieving strategic 
objectives: achieving success with operational 
objectives, and addressing specific challenges. 

  Highly Successful      Limited Success

  KEY INSIGHTS

Success in achieving strategic 
objectives is most highly 
correlated to improving 
efficiency, automating manual 
tasks, and measurement of 
effectiveness.
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Does limited success with specific operational objectives 
impact overall success with strategic objectives?

Organizations that report only limited success with operational 
objectives are 1.8x more likely to report limited success with 
strategic objectives.

Limited Success with strategic objectives is…

•  2.3x more likely when participants reported limited success 
with Improving overall efficiency of SecOps

•  2.2x more likely when participants reported limited success 
with Ensuring thorough, effective assessment of threats and 
security incidents

•  2.1x more likely when participants reported limited success 
with Adapting quickly to new threats and risks

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

BENCHMARK STUDY ANALYSIS

Limited Success with Strategic Objectives Linked to Limited Success with Operational 
Objectives

Improve overall efficiency of security 
operations

Ensure thorough, effective assessment 
of threats and security incidents

Adapt quickly to new threats and risks

Percentage of respondents indicating a Low Degree of Overall Success with Strategic Objectives 
(correlated with limited success achieved in specific Operational Objectives)

  Limited Success      Highly Successful
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Does addressing specific challenges improve success with 
strategic objectives?

Success with strategic objectives is…

•  1.6x more likely when Executive Support is not a challenge

•  1.5x more likely when Adequate Budget is not a challenge

•  1.5x more likely when Adequate and accurate threat 
intelligence is not a challenge

•  1.5x more likely when Integration across crisis management 
tools is not a challenge

05  ATTRIBUTES CORRELATED WITH SUCCESS AND CHALLENGES

BENCHMARK STUDY ANALYSIS

Challenges Most Highly Linked to Strategic Success

Executive support

Adequate budget

Adequate and accurate threat 
intelligence

Integration across crisis management 
tools

Percentage of respondents indicating a High Degree of Success with Strategic Objectives 
(correlated with challenges addressed and Persistent Challenges)

  Not a Challenge      Persistent Challenge
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06 Security 
Operations 
Tools and 
Technology

Open-Source Intelligence Feeds 

Threat Intelligence Feeds and Alerts

Use of a Common Operating Picture

Importance of Features in a Common 
Operating Picture
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Open-Source 
Intelligence Feeds
Weather and OSAC top the list of the 
most common OSINT feeds and alerts in 
use. Power outages and traffic cameras 
top the list of widely planned, and air 
quality is most commonly noted as not 
in use and no plans to use.
The top four OSINT Feeds and alerts are:

1. Severe weather advisories – 70%

2.  OSAC (Alerts, Guidance, Briefings, 
Analysis) – 67%

3. Weather imagery – 60%

4. Flood map/alerts – 60%

06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

Severe weather 
advisories

OSAC (Alerts, Guidance, 
Briefings, Analysis)

Weather imagery Flood map/alerts

BENCHMARK STUDY QUESTION

Which OSINT feeds and alerts do you use?

  Using Now        Planning        No Plans

Severe weather advisories

OSAC (Alerts, Guidance, Briefings, 
Analysis)

Weather imagery

Flood map/alerts

Wildfire map/alerts

Earthquake map/alerts

Power outage map/alerts

Traffic map/alerts

Traffic camera feeds

Air quality map/alerts
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Threat Intelligence 
Feeds and Alerts
The most commonly used threat 
intelligence feeds are widely varied.  
AI-generated alerts top the list of most 
widely planned intel, while Deep/ Dark 
Web monitoring and Live 3rd-party 
analyst collaboration are most commonly 
noted as not in use and no plans to use.
The focus of the top three threat intelligence 
feeds and alerts in use are:

1.  COVID 19 monitoring, alerts and risk ratings 
– 76%

2.  Region or local risk ratings – 74%

3. Social media monitoring – 73%

Five sources of threat intelligence are noted 
as in use today by fewer than half of the study 
participants:

•  Traveler location monitoring based on GPS – 
48%

•  Live 3rd-party analyst collaboration – 45%

•  AI-generated alerts – 45%

•  Deep/ Dark Web monitoring – 45%

•  Alternative social media – 47%

06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

In use today:  
COVID 19 monitoring, 
alerts and risk ratings

In use today:  
Region or local risk 

ratings

Planning to use: 
AI-generated alerts

  KEY INSIGHTS

Alerts generated by Artificial Intelligence (AI) 
are by far the most widely planned source of 
threat intelligence and alerts.

In use today:  
Social media monitoring



2022 Security Operations Benchmark Study 35

06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

BENCHMARK STUDY QUESTION

Which threat intelligence feeds and alerts do you use?

  Using Now        Planning      No Plans

Traveler risk intelligence and alerts

COVID 19 monitoring, alerts and  
risk ratings

Region or local risk ratings

Social media monitoring

Country risk ratings

Analyst guidance and insights

Analyst vetted alerts

Crowd-sourced intelligence/alerts

Terrorist incidents and plots

Predictive threat monitoring and alerts

Traveler location monitoring based  
on GPS

Alternative social media

Deep/ Dark Web monitoring

AI-generated alerts

Live 3rd-party analyst collaboration
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Use of a Common 
Operating Picture
Almost 50% of the study participants 
indicate they currently use a common 
operating picture.
The use of a common operating picture 
does not vary significantly between larger 
organizations and smaller organizations.  
However, smaller organizations are twice as 
likely to indicate they have no plans for one 
and larger organizations are more likely to 
indicate that they do have plans for one. 

06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

  KEY INSIGHTS

For correlations with success metrics, see the 
following sections of the report:

•  Success with Operational Objectives

•  Success with Strategic Objectives

BENCHMARK STUDY QUESTION

Do you have a Common Operating Picture?

  Yes, using one now 

  No, but planning for one

   No plans for one

Smaller  
organizations

Smaller  
organizations

Planning to Use a Common Operating Picture

Not Planning to Use a Common Operating Picture

Larger  
organizations

Larger  
organizations
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Importance of Features in a Common 
Operating Picture
The top three features indicate a preference for broad choice and flexibility 
related to the intake and management of threat intelligence.
The top three features, rated as critical or important are:

1.  Select threat alerts and intelligence from the sources of your choice – 92%

2.  Prioritize and filter alerts based on custom criteria – 91%

3.  Define crisis management workflows based on event types and priorities – 86%

06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

Select threat alerts and 
intelligence from the 
sources of your choice

Prioritize and filter 
alerts based on 
custom criteria

Define crisis management 
workflows based on event 
types and priorities

Top Features Rated Critical or Important
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06  SECURITY OPERATIONS TOOLS AND TECHNOLOGY

BENCHMARK STUDY QUESTION

Please rate the importance of these features in a Common Operating Picture. 

  Critical or Important        Nice-to-Have      Unimportant

Receive communications such as status 
confirmations

Select threat alerts and intelligence 
from the sources of your choice
Prioritize and filter alerts based on 
custom criteria
Define crisis management workflows 
based on event types and priorities

Monitor security camera feeds

Initiate multi-channel communications

Monitor and report on key security 
operations metrics
Easily plot all fixed and mobile assets on 
a map
Create incidents and cases for ongoing 
assessment and investigation

Automatically create situation reports

Create maps with custom layers

Monitor IoT alerts such as door alarms, 
temperature sensors, etc.
Incorporate hyper-local maps such as 
floorplans
Easily share maps and alerts with 
employees and supply chain partners

Monitor traveler itineraries

Monitor cybersecurity threats and alerts

Monitor traveler locations via GPS

Monitor goods in transit via GPS



2022 Security Operations Benchmark Study 39

07 Security 
Operations 
Structures and 
Mandates

Security Operations Structures

Scope of Duty of Care
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Security Operations 
Structures
Among the various structures examined 
for SecOps, none exhibited a significantly 
higher or lower degree of success with 
strategic objectives or operational 
objectives.
Larger organizations are 1.5x more likely to 
indicate they have a centralized or decentralized 
GSOC and larger organizations are more likely to 
indicate that they do have plans for one. 

Smaller companies are 2.5x more likely to 
indicate that SecOps is managed by an 
individual or small team.

Study participants also suggested other 
structures for Security Operations:

•  Hybrid combination of internal and outsourced 
resources

•  Corporate-wide and small teams in each 
business unit

•  Level 1 and 2 are outsourced. Level 3 and 4 
are internal.

07  SECURITY OPERATIONS STRUCTURES AND MANDATES

BENCHMARK STUDY QUESTION

Which best describes the structure of your Security Operations?

  Centralized – We have a single GSOC 

  Decentralized – We have multiple SOCs/GSOCs

   Virtual – We have a vGSOC or vSOCs

  Outsourced – We use a GSOC as a Service 

   Security Operations is managed by an individual  
or small team

    Security Operations is not managed by a solely 
dedicated individual or team

Smaller organizations

Smaller organizations

Smaller organizations

Centralized GSOC

Decentralized GSOC

Individual or Small Team

Larger organizations

Larger organizations

Larger organizations
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Scope of Duty of Care
In close alignment with the highest priority objectives, 
most frequently noted in the duty of care are people and 
facilities.
Study participants also suggested other items for inclusion in 
their duty of care:

• Visitors and family members

• Students

• Stakeholders

07  SECURITY OPERATIONS STRUCTURES AND MANDATES

BENCHMARK STUDY QUESTION

Which of the following is included in the scope of your Duty of Care?

In-office employees

Facilities (offices, data centers, 
warehouses, etc.)

Executives
Employees on field assignments 
(contractors, deployments, job sites,  
field workers, etc.)
Traveling employees

Work-from-home or remote employees

Transportation vehicles, vessels,  
or goods in transit

Consumers/Customers

Inventory

Other 3rd parties

Supply chain partners

Supply chain locations  
(ports, depots, etc.)
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08 Participant 
Demographics

Participant Roles

Organization Sizes

Geographic Scope

Industries
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Participant Roles
84% of the study participants are in a Security Operations 
executive or leadership role.

08  PARTICIPANT DEMOGRAPHICS

BENCHMARK STUDY QUESTION

What is your role relative to Security Operations?

Leader/director/manager in  
Security Operations
Executive in charge of  
Security Operations
Security Operations analyst  
or operator
Security role other than  
Security Operations
Individual contributor role  
(e.g., Investigator)
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Organization Sizes
Smaller organizations (less than 10,000 employees) 
were represented by 42% of the study participants.  
Larger organizations (10,000 employees or greater) 
were represented by 58% of the study participants.

08  PARTICIPANT DEMOGRAPHICS

BENCHMARK STUDY QUESTION

Please indicate the size of your company or organization in terms of staff / employees.

  Less than 5,000 

  5,000 - 9,999

   10,000 - 24,999

  25,000 - 49,999 

   50,000 - 100,000

    Greater than 100,000
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Geographic Scope
Half of the study participants indicated their 
organizations operate on a global scale. 

08  PARTICIPANT DEMOGRAPHICS

BENCHMARK STUDY QUESTION

Please indicate the geographic expanse of your organization.

  Global 

   Multinational

  Single Country
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08  PARTICIPANT DEMOGRAPHICS

BENCHMARK STUDY QUESTION

Please indicate your industry.

Security Consulting and/or Advisory Services

Manufacturing (other than Technology or 
Pharma)

Education

Government

Business or Consumer Services

Insurance

Financial Services (not including insurance)

Healthcare Providers

Nonprofit

IT service providers

Media and Entertainment

Pharmaceuticals / Biotech

Technology – Hardware, Components  
and/or Devices

Professional Services (not including IT)

Retail

Software Publisher or Developer

Telecommunications

Utilities

Energy — Oil and Gas

Transportation

Life Sciences

Agriculture, Mining or Construction

Wholesale

Industries
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Appendices

Appendix A – Public Records Data Sources

Appendix B – How Security Operations 
Teams View Shared Alerts and Applications
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Appendix A – Public Records Data Sources
Study participants rated the importance of public records data sources for SecOps.
Only Criminal Convictions were rated as critical or important by more than 50% of the study 
participants.

APPENDICES

BENCHMARK STUDY QUESTION

Which Public Record data points are most relevant to your SecOps and Investigations?

Criminal convictions

Arrest records

Driver’s license

Business ownership

Bankruptcy, liens or judgments

Properties owned

Neighbor details of POI

Federal Firearms License

Medical sanctions

Controlled substance practitioner

LNPR ‘sightings’

Death records

Pilot’s license

  Critical or Important        Nice-to-Have      Unimportant
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Appendix B – How Security Operations Teams View 
Shared Alerts and Applications
Security operators primarily utilize their individual monitors to view alerts. 

APPENDICES

BENCHMARK STUDY QUESTION

Security Operations Teams View Shared Alerts and Applications

Information is primarily viewed by 
operators using their local desk monitors

Using a centralized video wall

Using strategically placed individual  
large displays
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About the Study Sponsors

Topo.AI
Topo.ai is widely recognized for providing the most flexible critical event 
management platform for corporate security teams. Our customers 
utilize a common operating picture to manage threat alerts from internal 
and external systems, ensuring a rapid, accurate and consistent 
response to critical events. We are dedicated to serving as a true partner 
to our customers, committed to providing the highest level of service and 
accommodating all current and future security initiatives.  We deliver on 
these commitments with the broadest combination of threat intelligence 
choices, flexibility, and service in the industry.  

www.topo.ai

LifeRaft
LifeRaft is a technology company that bridges the gap between 
traditional physical security and digital data discovery as the threat 
landscape continues to evolve online. Our threat intelligence platform, 
Navigator, automates the aggregation and filtering of critical data 
from surface web to darknet sources, enabling users to monitor and 
investigate threats, events, and issues specific to their scope of work.  

www.liferaftinc.com

Constant Technologies
Security operations centers are essential for 24/7 situational awareness 
but creating one can be complex. That’s where Constant comes in. 
From start to finish we make the process of creating mission critical 
centers easy, providing turnkey solutions through video wall integration 
and console furniture. Offering design services, project management, 
installation and ongoing service and support, Constant is your partner 
for SOC integrations across the globe.

www.constanttech.com

Regroup
Since 2006, Regroup Mass Notification has kept its clients safe, informed 
and productive with the most trusted mass notification platform 
available. Simple to use, but robust and reliable, Regroup is trusted by 
enterprise, healthcare, education and government to deliver critical and 
everyday alerts to email, text, mobile devices and more.

www.regroup.com

Ⓡ
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